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MODERN SOFTWARE COMPLEXITY

Hubble Telescope

US Military Drone [ 3, SINGLE LINES OF CODE Modern automotive vehicles

e ki (MILLIONS) contain between 100-150 million
lines of code across 30-80
networked ECU’s with up to 30,000
physical parts, making them one of
the most complex engineered
systems in the modern world.
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THE SOURCE OF SOFTWARE ISSUES

“The IV&V Program documented 10,677 software artifact defects on 22 NASA projects in
2007...The IV&V Program analyzed the defects sorting them by severity and type of defect.”

Software Defects by Type (High Severity)

Documentation Errors Excluded

. : 50%
NASA IV&V Proggam' «++— 13% (73) Other
2007 Annual Report

|~ 35% (205) Performance & Quality

&~
/ 52% (302) System Behavior 24%
» 17%
9%
580 194 277 106
REQUIREMENTS DESIGN CODE TESTING

Requirements are the leading source of software defects.
— System requirements are the leading source of requirement
defects. CONPERENCE 2018
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THE SOURCE OF SOFTWARE ISSUES

Total Issues: 361

Requirements I

149 System

137

38%

Software

212
59%

41% of Software issues found during development of the 2016 MY F-150 Pro Trailer
Backup Assist Feature were related to the requirements, and 38% of all software issues
were system-related.
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REQUIREMENT MODELING

“Requirement models ... capture the functional requirement in a clear and
executable manner that can be used to evaluate the interaction and

compatibility of requirements from disparate sources”
Lee/Friedman, The Mathworks, SAE 2013-01-2237

AUTOMOTIVE
CONFERENCE 2018 / VAA
A

May 2 | Plymouth, MI
Go Further AR



REQUIREMENT MODELING

“Requirement models ... capture the functional requirement in a clear and
executable manner that can be used to evaluate the interaction and

compatibility of requirements from disparate sources”
Lee/Friedman, The Mathworks, SAE 2013-01-2237

Requirement Specification Requirement Models
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REQUIREMENT MODELING

X
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DISTRIBUTED SYSTEM MODEL

The collection of requirement models can be collected into a larger system model which
enables up-front design and testing to ensure the system behaves as intended.

£ s teraions ™,

@ Feature..MOden ;nmh‘::}«ggg:m:nw WAOLFES

Il‘ T %] !'A |
; ;-w*;J LmJ '*7-%]

L Sorcl

Go Further

Models

System Model

Test Iterw

Virtual
System
Validation &
Verification

MathWorks
AUTOMOTIVE

May 2 | Plymouth, MI

conrFEReNCE 2018 / VAN
A AV



DISTRIBUTED SYSTEM MODEL TYPES

Model-in-the- Software-in- Hardware-in-
Loop (MIL) the-Loop (SIL) the-Loop (HIL)
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DISTRIBUTED SYSTEM MODEL TESTING
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THE SYSTEM V
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THE REAL WORLD SYSTEM V

Weeks before Production

180 140 100 80 40 0

\ \ b £ b / Production
' .MIL can be used as
\_ the oracle to check ~

SIL and HIL Testing

Kickoff

-~ Multi ECU HIL

Single ECU HIL

\ 80 Weéks of
Development

\ Time prior to
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MIL TO HIL SWITCH

Instrument Cluster
Hardware (HIL)

p
1 CAN

| Gateway
1 , (MIL)
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MIL TO HIL SWITCH

Instrument Cluster

Hardware (HIL)
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DISTRIBUTED SYSTEM TESTING
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DISTRIBUTED SYSTEM TESTING
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DISTRIBUTED FEATURE SIMULATOR

Distributed Feature Simulator (DFS)
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NETWORK INTERFACE BUILDER

!
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NETWORK INTERFACE BUILDER
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NETWORK INTERFACE BUILDER

| wgze  Feature_Modell ../ h T e |

S | Feature Model Example
| o = — = 13,801 Simulink Blocks
3 o -»i i_:: g==——= 218 CAN Messages
| 1,397 CAN Signals

== === It takes 4 minutes to manually model a
| = CAN Message in Simulink...
] ...and would take 14 hours
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NETWORK INTERFACE BUILDER

|z Feature_Modell .../o il /Te usss

By automating the Feature Model build process,

: - we open up new possibilities to improve design
= .’;"'.liljﬁjj G | (D] cavmese |—+ o e |t it S () P P P . . P . &n,
Al ra == S ‘ testing, and validation results.
CER . B ; l®_ = :‘}—> Sheenryg BRa s @

- ;:j/ \ New System models can be generated at each
" T i lnx x o Program Milestone on demand, or whenever new
4u/’ Sy Ui U . == DBC files are released.

= === Eliminates the bottleneck of needing an expert at
—: = B Simulink to generate feature models and update
==~ e
-I ‘[ Eliminates errors in manual build and the tedious
= ! o updates of the model when changes to network
S—C - Blen S . . .
= §—_g.: message or signal designs are changed.
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VEHICLE INTERFACE BUILDER

- ke iy, G 1.0 [ can Hatwars ] Testing the network ECU model helps to identify
«&zp Feature_Modell ., 50 oes wmore: (o ) and resolve issues with functional logic, state
machines, and interfaces.

However, for more realistic dynamic testing of the
control systems it is helpful to connect a vehicle
model simulator which can provide realistic virtual
feedback for sensors and actuators that the
functional ECU’s control. Several “out of the box”
simulators exist on the market, such as CarSim,
CarMaker, and the Vehicle Dynamics Blockset.

Manually setting up the interface to a vehicle
model simulator is tedious and error-prone as it
can involve mapping up to hundreds of actuation
and sensing signals between the ECU controls
model and the Vehicle Model.

It also requires an engineer who has expertise in
both Simulink and the Vehicle Model tool.

Developing a way to automatically generate this
interface is a key efficiency step to eliminate time

<z oy
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VEHICLE INTERFACE BUILDER

= Feature_Model!  Version: 1.5 [_can Hoctwars |
L o Feature_Modell _ .’ 09-Apr-2018 18:20:08 by NROLFES ) CAN Interface
= e wscan * Defined by vehicle program in DBC file
{| 7 1 8] 1] * Minimal updates only when DBC files updated
N ?g %ﬁ l%mgj L;’*;J  Completely modeled in Simulink

L Sorcl
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Vehicle Model Interface

L —— * ECU-dependent interfaces

GWM b
7 A |] I’k’ I’ e Model interfaces may change based on model fidelit
J—' LA A vA A y g y
Y Y N Y

* Must accommodate different 3" Party vehicle models

"-M_NSCAN

a a a
Bosyint | | Ergine | | rans |
$ 2 33 2 3

Vehicle model interface must be modular and flexible
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VEHICLE INTERFACE BUILDER

* Example Specification (Subset of Brake ECU Interface)

Input/Output | ECU Signal System Vehicle Model Unit Gain Unit Gain VM Specific
Name Signal Name | (VM) Signal Name (ECU) (VM) Parameters

Output WheelSpeed FL  W_WHhIFI AVY_L1 21/60
Input BrakeTorqueFL Tq_BrkFL IMP_MYBK_ L1 1 1
VM Signal Name : System Signal Name ECU Signal Name
) : : - 4
Vehicle » Plant C?utputs » Plant R.ecelve > U Librar
Model - - . y
)4— Plant Inputs | Plant Transmit |« 9

. . MathWorks
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CONFERENCE 2018 | v‘

May 2 | Plymouth, MI
Go Further hal



VEHICLE INTERFACE BUILDER

»{0.1

<BrakePrasFL> <P_8:kn
»{0.1

<BrakePresFR> < P_BrkFr
0.1

Plant_in 7 <BrakePresRL> "~ P B&RI

Plant_In1

<BrakePresRR>

@—oc»‘m-m—» ,cmnw/w—u{mm'm

O e N e ‘0,

Brakas Controlar
. u o e Litviwy Version' *1. 1
Libvawy Link inachive .
Vehicle Code: i_i —
Plant_Outputs CarSim S-Function2 Plant_Inputs IMP_PBK_R1 _« <P_BrFr>
Plant_In Out
Out In ﬁ < Out ne==1) .= =o
IMP_PBK L2

*«

A

Y New—t w

_ All Signal Routing and Gains automatically .
Veh|c|e Model to ¢ Ie MOdEl Conversion
@ generated from specification files _—
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VEHICLE INTERFACE BUILDER

Asmrange 7] Auto Arrange  Columns: 1 = Rows: 2

30 Animstion x ‘

Pressurs - MPa

-
f
2 |
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Time-s

Input to Brakes

Wheel Cylinder Pressures : Mac pres

|
(ARRRE
l

Time - s

Brake control input (M/C) - MPa

Craka: MC Pressure - Mac pres

Vehicle Inputs/Outputs

Output from Brakes
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QT HMI INTEGRATION

«G» Feature_Modell _ _roeioer vewers ui_“af«'»:&;-jn_l * Most features have “Driver in the Loop”
ES test scenarios

 HMI simulators help improve the
quality and robustness of a feature

* The more realistic the HMI displays and
simulators can be made, the better

A
(Restraies|
A

[ &
A A
i~ B
) EREE
]

t_‘ l“ ‘
rcamen] | sty | | strunes|
ERERERE

owm e testing results can be achieved.
i ; (i) g e ' * Developing high quality HMI displays

| and interactions is tedious and is not a
typical skillset of a controls or
simulation engineer.

|

¥

L % %
4 4 4

Hll &

$ 5 33 33

* Integrating HMI systems such as Qt with
the Distributed Feature Simulator helps
overcome this.
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QT HMI INTEGRATION

* Connect ECU’s to HMI Model for Vehicle Simulator Experience
* Co-simulation with Qt model over Virtual CAN or physical device (e.g. Raspberry Pi)

| canrmmns |

| @iis  Feature_Modell /o il i i |

| e |
~

Tripl
Fuel Economy

MathWorks
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QT HMI INTEGRATION

QT HMI Model and Simulink

Integration (1 Qr it Simutatr =
° i i System_Off

Virtual CAN / Physical CAN [emry: e — ]

Communication

. [hasChanged(TBA Bution))

* QT C++ Reads/Writes CAN e = v MyView

Messages entry: MessageRequest = Ox1_Menu; Tripl

. . Fuel Economy

* QT C++ Sets QML Properties | [Setup_Request == SETUP] Tire Pressure

-

(Trailer_Setup Off Road Status
entry: MessageRequest = Ox2_Setup; Configure My View

7

[Setup Request == SETUP_DONE]

[Request_Calibration
- entry: MessageRequest = Ox3_DriveFwd;

[Calibration OK == TRUE]

~

QT HMI Model

~

i

Calibrating
entry: MessageRequest = Ox4_Calibrating;

7

[Calibration_Complete == TRUE]

S Imu I N k Calibration_Complete i
entry: MessageRequest = Ox5_Complete;
7 - . MathWorks
AUTOMOTIVE
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QT HMI INTEGRATION

&p Feature_Modell | roswesodn Vvesonts res

~ * Re-use of work already
being done by HMI teams

* Enables co-simulation of
production-quality HMI
development tools with
production-quality
controls and software
development tools

e Saves controls engineer
time of having to develop
a Simulink replication of
already existing HMI
models.
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A-L-V RESULTS

Initial | Milestone 1l | Milestone 2 Milestone 3 | Milestone 4

Build Update Update

Hours | Hours Hours
Network Interface 15 10 5 5 3 38
Vehicle Interface 6 4 4 4 4 22
HMI Integration 8 2 2 2 2 16
Total 29 16 11 11 9 76

e 76 engineering hours (9 days) saved per feature model
* For a program concurrently developing 10 features, this equates to 90 days of saved engineering time!
* In addition to saving time, the automated processes eliminate modeling mistakes

* Lastly, the automated methods frees up the time of valuable simulation engineers to focus on
simulating and testing to improve our quality and robustness rather than tedious model-building

tasks.
MathWorks \ 4
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AUTOMATING THE LEFT SIDE OF THE V

“The problem is that we are attempting to build systems that are beyond our ability to
i n tel I eCtua I Iy ma n age. 7 -- Nancy Leveson (MIT), The Coming Software Apocalypse (The Atlantic, September 2017)

| 2

\\ Test Systems .~
Early and Often
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